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How to Make
Sure That Your
IT Infrastructure
is as Good as a
Fortune 500
Company
Think of your Information
Technology (IT) infrastructure
like you would your office
space. It should have a solid
foundation and a leak-proof
roof. It should have a security
system in place.
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Introduction
Think of your Information Technology (IT)

infrastructure like you would your office space. It
should have a solid foundation and a leak-proof
roof. It should have a security system in place. It
should meet your business needs and requirements.
In other words, your infrastructure should be safe,
secure, and stable enough to support business
growth and expansion.

In this eBook, we will discuss 6 elements your IT
department should be addressing to ensure that your
infrastructure is as solid as IBM's. These items
include security, stability, preventative maintenance
programs, user policies and procedures, planning for

growth, and ancillary app integration processes.
Let's begin with security.
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Chapter One | Security
W hat does your server room look like? Are your servers protected behind

locked doors from unauthorized access? Are they p rotected from water and
other damaging elements? In the event of an emergency or failure, do you have
a contingency plan in place to trace the origin and/or address the issue?
Whether you are storing data in the cloud or on a physical server, there are
several security aspects that should be taken into consideration. Let's take a look
at the advantages and disadvantages of both.

Cloud-Based Data Solutions vs. Colocations

A cloud-based solution may prove worthwhile and cost effective for some small
to mid-sized businesses - reducing access issues, damages caused by fire or
other elements, and equipment/maintenance costs. For those less comfortable
with the idea of their data being stored in the cloud, colocations may be a happy
medium.
Colocations, or remote data centers, not only provide security, but stability as
well – allowing businesses to rent secured rack space powered and maintained
by the data center. These facilities typically have multiple Internet Service
Providers (SPs) and power feeds into the building and backup generators.
Additional things to consider when choosing a colocation:

Server rooms should be cool and dry to prevent equipment damage
Server rooms and racks should be locked at all times – accessible by only
authorized personnel
Proper firewalls, switches, redundant servers should be in place to protect
against malware and other viruses
Rooms should be equipped with features to protect hardware from fire and
other damage
Regardless of where your data is stored, having a mitigation plan in place to
cover failover, access and/or power issues, and short/long term goals is a must.
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Firewalls and other solutions will help prevent viruses and deter hackers, but
nothing is completely safe.

Server rooms should be cool and dry to prevent
equipment damage.
Network security is critical to the success of your business. Taking the time to
educate users on security best practices will not only prove beneficial, but
may save your business from major issues in the future.
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Chapter Two | Stability
Network stability is determined by a variety of factors. A virus, for example,

would have an obvious impact on the stability of your system. However, access
points (or too many access points, could also affect stability – positively or
negatively).
Operating outside of the minimum requirements for infrastructure standards
increases the chances your organization will face system instability, security
issues, and slower overall performance rates. The following are a few of the most
common benchmarks for maintaining a stable and secure IT infrastructure.

Equipment Age
Having current computer hardware configurations enables employees to be
more productive – equipping them with the tools and connectivity necessary
to do their jobs effectively. Faster computers operate more smoothly and with
less downtime, and typically support newer, more secure operating systems.
Therefore, It is suggested that desktop computers (used regularly) be replaced
every four years and laptops every 3 years.
Operating Systems
Along with current computer hardware, all workstations should use the same
operating system. The operating system used should also be the most current
version available to ensure higher levels of security, performance and
efficiency – increasing productivity and decreasing overall risk as a result.

Network Design and Setup
Companies with 10+ computers should be networked in a way that enables
centralized management, security, and access to shared resources.
Historically, this has been achieved via a client/server (domain) network.
Cloud-based alternatives have recently made great improvements, often reducing
or eliminating the need for physical on-site servers. However, the perfect mix of
cloud-based and on-premises infrastructure for an organization depends on a
variety of factors including the business applications in use: internet, connectivity
quality, security profiles, and technical capabilities of system users.
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Wireless Access Protocols
Any network providing wireless internet access must develop and implement
security practices to limit/control access. It is vital to implement basic
security protection on a wireless network at your organization.
Information Backup
Appropriate backup systems should be in place and checked periodically.
Financial data, personal documents, and other important company files
should be regularly backed up onto removable media and stored in a safe,
off-site location for disaster recovery purposes.
Virus and Malware Protection
Company computers should be protected by antivirus software, with updates
performed on a routine basis. Employees should also be trained on potential
impacts of viruses on network security and how to use anti-virus software to
prevent malware and other viruses.

Securing your wireless network by applying Wi-Fi Protected Access (WPA) security
protocols is also an important next step - requiring encryption keys before
allowing access to your wireless network from the outside.
It is also important that backups are tested to ensure that a restore can be
performed if necessary. Restoration tests will verify that information is in fact
ready and available in the event that data lost due to weather, theft, or hardware
failure needs to be restored.
This is where having a preventative maintenance program comes into play.
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Chapter Three | Preventative
Maintenance Programs
Think of your IT infrastructure like you would your vehicle. Routine maintenance

(i.e. oil changes, tire rotation, brake checks, etc.) is required to keep your vehicle
running smoothly. The same is also true for servers and other network
components. A preventive maintenance program may include items listed below
such as server cleanup, patch and/or security updates, equipment replacement,
or even license agreement maintenance. Whatever it entails, it should be
performed on a routine basis to ensure the health of your network and mitigate
risk.
Security Exceptions
By using security exceptions IT professionals can balance a business’ need for
tight security with an employee’s need to efficiently perform necessary tasks
and functions. Exceptions are not security exemptions , but rather grant
permission and access to perform patches and other necessary work within a
designated timeframe (firewall rules and exceptions also apply here). This
type of routine preventative maintenance allows IT teams to create
accountability, as well as view and assess expired exceptions to determine
current and future risk.
Vendor Agreements
Vendor agreements also fall into the category of preventative maintenance.
Taking the time to update and maintain accurate contact information will
create less stress and downtime in the event a vendor needs to be reached.
Building strong vendor relationships can also provide long term benefits, but
requires time and effort to establish.
Revoking User Access and Permissions
In the event that an employee resigns or is terminated, user accounts must be
deleted. Depending on company policies and procedures, this may be done
immediately or at a given point in time by the IT team.
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Server Room Maintenance
This may seem obvious, but your server room should be cared for as well.
Cleaning air conditioning filters, vacuuming server room floors, and
scheduling routine maintenance on heating and cooling devices may prevent
potential damage and extend the life of your equipment.
Equipment Protection
All equipment should be protected from power surges and electrical
interference. Computers, servers, and other network equipment should also
be protected from common power issues like surges, spikes, and power
outages. If your organization is housing servers and network equipment in a
secured room, it is also critical that there is proper cooling and ventilation -as
high temp eratures can quickly damage equipment.
Laptops and other portable devices should also be physically secured from
harm and theft. All devices should be password protected to block
unapproved access, and stored in locked desks or closets to prevent theft
and/or damage.
Firewalls
Firewalls serve as a security gate between your internal computers and
devices and the Internet (external) – protecting your network and confidential
internal data from calculated intrusion attempts.
Businesses that allow users to access their network remotely should also
consider investing in business-grade firewall solutions that scan for viruses and
other threats. Private Networking or VPN connections are industry-standard
access protocols used to allow remote users secure, private access to an internal
network and its resources. These solutions are often more costly, but provide an
added level of security and protection against external disturbances.
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Chapter Four | Clear Use /
User Policies and Procedures
User Training
How much of maintaining a healthy infrastructure involves educating users on
network best practices? A larger part than one might assume. However, it is
often unproductive for IT departments to conduct user training because of
technical language barriers. HR professionals and/or outside consultants are
usually asked to plan and host such sessions using more user-friendly
language to communicate these requirements and goals.
Password Protection and Safeguards
As a best practice, network and user passwords should follow two general
rules. First, passwords should be complex - a combination of 6 to 8 numbers,
letters and symbols. Second, they should be changed frequently and should
not be repeated. Most organizations have policies in place that force users to
change passwords after a certain period of time to maintain system security
requirements. Passwords are then authenticated against the internal network
and users are given permissions based on their predefined user roles.
Embrace Documentation
Maintaining good network documentation is the easiest way to ensure your
organization is following best practices, tracking changes and developing
plans to troubleshoot effectively. As technology and applications are added,
documentation will increase in importance – saving you valuable time and
effort in the future.
For example, your company may have created firewalls to prevent employees
from visiting certain websites or downloading certain plug-ins. Taking the time to
educate users on security policies and practices may save you from future
system issues and headaches.
An example of this can be seen on mobile devices containing corporate email
accounts that may contain sensitive information. If an employee is terminated or
resigns, the account can be easily disabled and deleted off of the protected
device.
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Chapter Five |
Planning for
Growth and
Expansion
I

n order for an organization’s IT infrastructure to
grow, it must fulfill certain requirements prior to
expansion. For starters, the IT department must have
access to shared drives, hardware, and network
plans. It must also have enough equipment licenses
(or the ability to purchase additional licenses) and
antivirus software to protect it from outside dangers.
The IT department should also have an IT lead (or
director) and a process for hiring additional staff,
complete with a well developed on-boarding
process.
Effectively communicating business goals and
objects is also crucial to building a strong and
secure infrastructure. Often times IT professionals
are required to navigate the fine line between
accountability and staying true to business needs.
These situations are typically discussed and planned
for in strategy meetings prior to their occurrence,
but working off of a living, breathing plan would
definitely prove more productive.
Evaluating the overall success of a network also
requires the input of those across several
departments, and forming an IT committee can help
an organization embark on new projects in a timely
and efficient manner. Monthly meetings can help.
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Chapter Six | Ancillary App
Integration Process
Growth and expansion involves the integration of ancillary applications. A

majority of these apps are computer-to-computer integrations that are not
controlled by internal IT departments. However, they still need to work together

in order for business to continue. Examples include:

Smartphones and access requirements
E Commerce applications
EDI and other supplier/vendor integrations
Marketing solutions
Financial systems
Good communication and collaboration also play a major role in the success of
the application integration. People need to be involved – from IT leads to
executives to employees using the applications. Risks should be evaluated and
discussed prior to implementation, with positive and negative impacts clearly
outlined and communicated.
For instance, telephone service providers will likely recommend the easiest,
fastest, and most cost-effective approach to get a job done. However, their plans
may not mesh well with your business needs requirements – requiring the
creation of custom plans and equipment to implement a network that better
suites needs and/or existing systems.
Understanding this may mean taking extra time to plan and design and may
require in-person meetings with key stakeholders. Added upfront costs may also
come into play, making it necessary to shift other priorities and projects to allow
room in the budget for these unexpected expenses. However, these items will
pay off in the long-term – creating efficiencies in your network and reducing
future maintenance costs.
Let’s think of this in terms of an actual business case. Your business decided to
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upgrade its network - new switches, new servers, etc. Now, six months later, the
executive team decides to include a voice over IP and hires a recommended
vendor to do the work. Poor communication between your IT department and
your vendor, however, leads to complications over time – costing you additional
money in equipment, time, and installation.
Regularly scheduled status meetings could have prevented these issues from
occurring – making it critical to include progress “check-ins” into project plans.
Letting issues escalate to the point of no return can be time consuming and
costly. This could prove to be detrimental to the success of your project or
implementation.
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Conclusion | Tying
It All Together
Develop ing an IT infrastructure as good
as IBM’s is not an easy task. However,
taking into consideration security
requirements, user p olicies, and
maintenance p rograms will help you
create and maintain a stable, longlasting network infrastructure that will
prove vital to your organization as it
grows.
It is also imp ortant to consider budget
requirements and constraints when designing and
building your IT infrastructure. If the budget does
not support the timeline, plans will need to be
adjusted accordingly to support what is best for the
business. This is not uncommon p ractice. However,
regular discussions with key stakeholders and team
members can reduce the p otential for missed steps
and enable your business to grow and exp and as
planned.

12

Take Advantage of Our
Complimentary IT
Health Check
Your information technology is as vital to your business
as electricity; when it doesn't work, neither do you.
Maintaining these systems is a challenge for growing
businesses. When left unattended, Zombies will creep
into your computers, routers, server room and network,
leaving you vulnerable to slow-downs and crashes.
Get an IT Health Check Up Now >>

About Us
The Mantralogix team of professionals has a broad range of talent and expertise
supported and enhanced by decades of practical business experience. We
provide our clients with IT consulting and business management software
solutions that work in concert to deliver a rapid, measurable, and ongoing return
on investment.
As business owners and managers ourselves, we understand that you require
practical and precise tools to help you manage your operation more efficiently.
Promises of quick fixes, lists of fancy features, and sales-speak don't impress
you. Honest answers, responsive service, experience backed recommendations,
and trusted products are what Mantralogix provides.

“For us, it's personal, not just business."
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